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Scope

Our focus in this presentation will be on the role of
the Iinternet as it relates to academic credentials
fraud and its various forms.

We will learn how the internet is both a friendly and

unfriendly place for academic institutions and fraud
artists alike.
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Agenda

* The Internet: the “great tool”

« Extent and forms of fraud

 The ease of diploma counterfeiting
e EXisting anti-forging measures
 New anti-forging measures
 Measures’ advantages and limits
 Conclusion
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The Internet: a “great tool”

It does not need an introduction

« A truly global reach tool

e A great marketing and distribution channel

* No limits: Access, Markets, Targets,...

« A tool made in heaven when it comes to fraud
* An excellent place to hide in plain sight

« A great complement to the advent in printing
technology

* Is both an ally and an enemy

~
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The Internet: role in fraud

Created a boom in diploma fraud starting in 1990s
Lead to a complex fraud industry:

— Fake universities and schools

— Diploma mills

— Forgers of degrees of real institutions

— Bogus credential verifications services

— Fake accrediting organizations

Industry went universal overnight

Extremely accurate very fast

~
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The Internet: Size

Industry Is difficult to size
o Estimates of over 300 top active websites
 Forgers & Buyers are on-shore and off-shore

* Almost every college or university degree worldwide
IS available

e Most active countries: USA, Russia, Ukraine, China
— USA alone over 200,000 fake diploma per year (Dipscam)
— China estimates having about 500,000 fake degree holders

—
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Extent of fraud

* Both high schools and universities levels

* Both existent and fictitious institutions

* Diplomas, transcripts, thesis,...

* Even verifications services (1-800 #s)

 Any degree: Bachelor’s, Masters, PhDs, HS, GED
* Any graduation year (to match buyer’s age)

e Accurate down to the registrar’s signature who was
In office

—
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Forms of fraud

Do-It-Yourself at home

Distribution of degrees of fake universities
- Forging of degrees of genuine institutions
- Lost replacement services of originals

- Fraudulent verification services

~
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The ease of diploma counterfeliting

Sellers:

« Software: Specialized or Photoshop
e Source security paper and emblems
« Affordable printing equipment

« Maintain a website

Users:

« Buy DIY software

 Use free online templates

e Choose and order online

e Pay with credit card, money order or western union
* Receive via mall
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www.diplomadr.com
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Universities on Diplomamakers.com

ALBERTA

Alberta College of Art and Design
Athabasca University

Augustana University College

Canadian University College

Concordia University College of Alberta
DeVry Institute of Technology

Grande Prairie Regional College

Grant MacEwan Community College
Keyano College

Lakeland College

Lethbridge Community College

Loma Linda University, branch campus
Medicine Hat College

Mount Royal College

Nazarene University College

Newman Theological College

Northern Alberta Institute of Technology
Red Deer College

Southern Alberta Institute of Technology
St. Mary's College

Taylor University College and Seminary
The King's University College
University of Alberta

University of Calgary

University of Lethbridge

BRITISH COLUMBIA

British Columbia Institute of Technology
British Columbia Open University
Camosun College

Capilano College

Capilano University

Century College

College of the Rockies

Columbia College

Coquitlam College

Douglas College

Emily Carr Institute of Art and Design
Institute of Indigenous Government
Kingston College

Kwantlen Polytechnic University
Kwantlen University College

Langara College

Malaspina University-College

North Island College

Northern Lights College

Okanagan University College

Royal Roads University

Selkirk College

Simon Fraser University

Technical University of British Columbia
Trinity Western University

Trinity Western University - Associated Canadian Theological Schools
University College of the Cariboo
University College of the Fraser Valley
University of British Columbia
University of Northern British Columbia
University of the Fraser Valley
University of Victoria

Vancouver University Colleges Worldwide

MANITOBA

Brandon University

Canadian Mennonite University

Providence College and Theological Seminary

University of Manitoba

University of Manitoba - College Universitaire de St.-Boniface
University of Manitoba - St. John's College

University of Manitoba - St. Paul's College

University of Winnipeg

University of Winnipeg - Concord College

University of Winnipeg - Menno Simons College

SASKATCHEWAN

Briercrest Bible College and Seminary

Campion College

Canadian Bible College and Theological Seminary
Luther College

Saskatchewan Indian Federated College
Saskatoon Theological Union

St. Thomas More College

University of Regina

University of Saskatchewan
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Diplomamakers.com location
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www.youtube.com/user/blackmarketexpress
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OUR SERVICE USES THE SAME
EQUIPMENT AS EVERY
MAJOR UNIVERSITY IN THE USA

WE USE THE EXACT SAME
TRANSCRIPTS PAPER
AND DIPLOMA PARCHMENT

OUR REPLICATED DOCUMENTS
ARE NEVER QUESTIONED AND

BLACK MARKET EXPRESS

CAN REPLICATE, DUPLICATE,
COUNTERFEIT AND REPRODUCE
ANY COLLEGE DIPLOMA
OR UNIVERSITY TRANSCRIPTS

E-mail usat:
BlackMarketExpressi@gmail.com

GUARANTEED TO FOOL ANYONE
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108,888 A R 108,858
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Anti-forging measures

 Types
— Paper based
— Electronic based
e Characteristics:
— Self-developed in-house
— Third party provided — dependant or independent
— Mostly Web-based
 Coverage:
— Institution limited
— Academic community organized (i.e. USA)
— Nationwide publicly organized (i.e. China)
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Existing anti-forging measures

o Security paper solutions:
— Voiding pantograph NaNOcopy~ Planchets paper

— Watermarking Hologram UV Fibers
— Anti-Copy foil Hidden Message
— Metal striping Anti-copy numbering
e Printing solutions:
— Multi-colored ink Micro-strips  Micro-printing
— Ghost marking Embossing  Warning listing

« Copyright solutions:
— Copyrighted seals Copyrighted logos

—



New anti-forging measures

« Advance disclosure of sample diplomas

« University run verification portals

e Centralized electronic exchange of records
« Centralized verification platform

« Approved third-party verification providers
e Hardcopy authentication providers

—
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The Senaie of Carleton {niversity
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Jane Doe

b Bt fradfilled all the reguirements aid comfleted the
frescribed course of study to the degree of

Bachelor of Arts
Economics
Minor in Business

werith all dits wights and privileges in withess wbereof
the Seal of the University is berewnio affixed
Cefpen al Oftawwa, Canada, this 1210 day of Felwraary, 2010,

Presivlent and Vice - Sancellor
i rg,l" the Senurte

Keplacement
July 5. 2010
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") Student Verification - UCSB - Mozilla Firefox
File Edit View History Bookmarks Tools Help

‘ | | student verification - UCSB

B

7r-lel

'::l = YUverify

& ||""1 |r|;|m hittps: /fmy.sa.ucsb. edu/public/verification/search.aspx

Student =
on

Verific

Un 'y Santa Barbara

Welcome to the Directory Verification Page
for the
University of California at Santa Barbara

Here you can verify Directory Information about UCSB students such
a3

v Degrees Awarded

» Dates of Atlendsnce

v Local and "Parmanent” Addresses

Thes= items ere considersd by the Family Educational Rights and
Frivacy Act ["FERFA") to be Directory Information and therefors
releasable at the school's diszetion

To Search For A Student: = = = = =

Fleass complete the Last Name, First Name, and Date of Birth
[mmdd) fizlds, a5 thess are required. Middlz nitigl is opticnal

Attention

There are st least three reasons why information sbout & student, even though
com=ct, might still nat be available through this system

« |f the student has not received & degres or attended UCSE more recently
than 1530

« |f the student has changsd their name or other identifying informetion

« |f the student hes requested 5 "FERPA blodd”

If ane of these possibilities may spply to your query, end the information you

seek is not available through this web site, you will need to order a Verification
Transoript

Last Name: Widdle Initial

First Name | Birthdate v Find

s A UCSB To report problems email reg-registrationf@sa ucsb.edu , call {B05) 883-4215, or FAX [B05) 882-288F for more information.

o
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Centralized electronic exchanges

NATIONAL STUDENT CLEARINGHOUSE*

The RS Pruned $ourt 1o Blushnt Segres Ind ancolmaent verifoaton ™

@ Narional Transcript Center v Ml - mu"- -

M s ths iurgeal s -Aransern) Ereidar in e worll, eanspriaing
N + + o 6 4 1 7 ; [ « Coret Savings Caloulansr

Uses Mame

FE-13 SCHOOLS COLLEGES b COACADEMIC
LUNIVERSITIES ORGAMZATIONS
-, - :
= o L
= Ras o &

=Latest News & Evonly

Loarmusiemnd Farenses Saniesd
.

e B
33 v il Smmawery ol Spewe
Guechfe Criiteim Exhssl Trnpcripme
Emmn Borgi =p

ALNARH HERE BLEmAE EaE

L B e S R FT TN P e Tp———
Cabdurmis

s 0
A AT

Essuaras Lpmes

Culgmalle KTE eyt waa

(L 74 Bager Samibong lactove: .

Towss T et ey Clearinghouse Schoals

LT . =4 Teptern Cowmesd e ¥

Wk Virgesa e "

b g abtiir L . of US college
TR S t—. | ¥ Tpe— students attend —
i aSaal T P e Clearinghouse schools
Cstumerwms po Caurenas Thectrows

T W




GenuineDocs’

Third-party verification providers
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GenuineDocs verification portal
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Measures’ advantages and limits

 Paper based:
— Already breached and forged
— Hard to update once diploma issued
— Rely on third party to defend the measure
— Difficult to detect to untrained eye

* Electronic based:
— Innovative and easily accessible
— Borderless
— Document security out of reach of forgers
— Constant deterrent and offers better protection
— Not every institution is on same platform
— Could be more costly long-term
— Cumbersome
— Transactional and expensive
— Not user friendly in many instances
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Conclusion

 The Internet is a two way street when it comes to committing
and combating diploma fraud

 Borders are down, use the Internet to protect your
organization: Search, Search, Search

 The threat is constant and you probably have been victimized
already

 The “old ways” may be tested and true but clearly they are not
working.

o Forgers are usually one step ahead. It is best to turn the table
around

 There are many solutions, choose what suits your organization
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